Health Checks and Alerts List
IV/DS/MS modules
Functions: 
Alerts: 
-   '${function.name}-failed'
      query: 'traces | where severityLevel >= 3 and cloud_RoleName ==       "${function.name}"'
· '${function.name}-cpu-alert’ currently severityLevel = 3 (TBD whether severityLevel = 1 or 2)
 CPU Percentage > 75%
· '${function.name}-ram-alert'
Memory Working Set   > 75%
Web Apps:
Health Check has been configured with probe Path: 

iv-app-backend: /infoviewer/actuator/health
iv-app-backend-xbrl: /infoviewer-xbrl/actuator/health
ds-app-backend: /downloadservice/actuator/health
ms-app-backend: /monitoring/actuator/health
ms-app-backend-statistics: /monitoring-statistics/actuator/health

Load balancing threshold: 2 mins
(Load balancing threshold:  Threshold (in minutes) until a failing instance is deemed unhealthy and removed from the load balancer.)

Alerts:
· '${webApplication.name}-health-check'
HealthCheckStatus < 100
· '${webApplication.name}-http-4xx'
Http4xx >= 1
· '${webApplication.name}-server-errors'
Http5xx >= 1
· '${webApplication.name}-cpu-alert’  currently severityLevel = 3 (TBD whether severityLevel = 1 or 2)
CPU Percentage > 75%
· '${webApplication.name}-ram-alert'
Memory Working Set   > 75%
Query Alerts:
· 'exception-during-the-suspend'
'traces | where message startswith "End SealValidationReportServiceImpl.sealValidationSuspend with error"' >= 1

· 'exception-during-the-resume'
'traces | where message startswith "End SealValidationReportServiceImpl.sealValidationResume with error"' >= 1

· 'exception-when-fetching-seal-results'
'traces | where message startswith "End SecureSealValidationController.secureGetSealValidationReport with error"' >= 1

· 'dataset-count-under-processing-for-10.1.5'
'traces | where message startswith "The number of datasets under processing for 10.1.5 exceeded the threshold"' >= 1

· 'dataset-count-under-processing-for-10.1.2'
'traces | where message startswith "The number of datasets under processing for 10.1.2 exceeded the threshold"' >= 1
 
 
Note: All requests have been implemented.
SE module
Functions: 
Alerts: 
-   '${function.name}-failed'
      query: 'traces | where severityLevel >= 3 and cloud_RoleName ==       "${function.name}"'
· '${function.name}-cpu-alert’ currently severityLevel = 3 (TBD whether severityLevel = 1 or 2)
 CPU Percentage > 75%
· '${function.name}-ram-alert'
Memory Working Set   > 75%

Web App:
Health Check has been configured with probe Path: 

se-app-backend: /api/public/health
Load balancing threshold:  5 mins
(Load balancing threshold:  Threshold (in minutes) until a failing instance is deemed unhealthy and removed from the load balancer.)

· '${webApplication.name}-cpu-alert’ currently severityLevel = 3 (TBD whether severityLevel = 1 or 2)
CPU Percentage > 60%
· '${webApplication.name}-ram-alert'
Memory Working Set   > 60%
· '${webApplication.name}-health-check'
        HealthCheckStatus < 100
· '${webApplication.name}-http-4xx'
Http4xx >= 1
· '${webApplication.name}-server-errors'
Http5xx >= 1
       	
Search Service:
Alerts:
· '${bicepparams.name}-failed' 
 DocumentsProcessedCount Failures >= 1

· '${bicepparams.name}-drop-in-processing-count-alerts'
DocumentsProcessedCount < DynamicThresholdCriterion with low alert sensitivity
Dynamic Threshold (Dynamic Thresholds in Azure Monitor automatically learn the normal behavior of a metric and calculate alert thresholds based on usage patterns)

· '${bicepparams.name}-high-throttled-queries-alerts'
ThrottledSearchQueriesPercentage > 50

· '${bicepparams.name}-high-latency-alerts'
SearchLatency > 60

· '${bicepparams.name}-high-search-queries-per-second-alerts'
SearchQueriesPerSecond > 3
· ALERT for datasetId to be inside the provided NFR KQL custom log condition and fire action. (Pending confirmation from DF team for the version of implementation. Afterwards actions need to be taken from DF, DevOps, Search)

DF module
Functions: 
Alerts: 
-   '${function.name}-failed'
      query: 'traces | where severityLevel >= 3 and cloud_RoleName ==       "${function.name}"'
· '${function.name}-cpu-alert’ currently severityLevel = 3 (TBD whether severityLevel = 1 or 2)
 CPU Percentage > 75%
· '${function.name}-ram-alert'
Memory Working Set   > 75%
Web Apps:
-SealApi 
-     '${webApplication.name}-health-check'
        HealthCheckStatus < 100
· '${webApplication.name}-http-4xx'
Http4xx >= 1
· '${webApplication.name}-server-errors'
Http5xx >= 1

 ArelleApi (requested for v1.8)
· '${webApplication.name}-cpu-alert’ currently severityLevel = 3 (TBD whether severityLevel = 1 or 2)
CPU Percentage > 60%
· '${webApplication.name}-ram-alert'
Memory Working Set   > 60%
-     '${webApplication.name}-health-check'
        HealthCheckStatus < 100
· '${webApplication.name}-http-4xx'
Http4xx >= 1
· '${webApplication.name}-server-errors'
Http5xx >= 1
No alerts have been requested
-REFapi
-PERFapi
-DFapi(only health checks is requested)

Alerts not requested but may be useful
· '${webApplication.name}-cpu-alert’ currently severityLevel = 3 (TBD whether severityLevel = 1 or 2)
CPU Percentage > 60%
· '${webApplication.name}-ram-alert'
Memory Working Set   > 60%
-     '${webApplication.name}-health-check'
        HealthCheckStatus < 100
· '${webApplication.name}-http-4xx'
Http4xx >= 1
· '${webApplication.name}-server-errors'
Http5xx >= 1

Eventgrid topics:	Comment by Christos Kalitsis: DF team to provide feedback
No alerts have been implemented/requested regarding the event grid topics
1. edlux-we-esap-df-evgs-incoming-files-edt-01
2. edlux-we-esap-cm-evgs-defender-edt-01 
Alerts not requested but may be useful
· '${biceparams.commonEventGridName}-publish-failures-alert'
PublishFailCount > 1
· '${biceparams.commonEventGridName}-high-latency-alert'
PublishSuccessLatencyInMs > 10
· '${biceparams.commonEventGridName}-high-dropped-events-alert'
DroppedEventCount > 1
· '${biceparams.commonEventGridName}-dead-letter-alert'
DeadLetteredCount > 1
· '${biceparams.commonEventGridName}-low-matched-events-alert'
MatchedEventCount < 1
Databricks:

· Dataflow Ingestion Job Trigger Failure + Dataflow Daily/Weekly/Monthly Optimization and Vacuum Job Failure (to be elaborated) (severityLevel = 3)	Comment by Christos Kalitsis: Please provide a feedback if you agree with this implementation or if any changes/additions need to be made

'${databricksWorkspaceParams.name}-run-failed-alert'
var databricksQuery = '''
DatabricksJobs
| where ActionName == "runFailed"
| extend parsed = parse_json(RequestParams)
| extend
    taskKey = tostring(parsed.taskKey),
    jobTaskType = tostring(parsed.jobTaskType),
    jobId = tostring(parsed.jobId),
    runId = tostring(parsed.runId)
| project TimeGenerated, ActionName, jobId, runId, taskKey, jobTaskType




WP module	Comment by Christos Kalitsis: Web Portal team to review all implemented alerts and provide feedback if they are in line with SOP or if any new alerts need to be implemented. 
Please also check the common section for Redis, Service Bus and Storage accounts.
Functions: 
Alerts: 
-   '${function.name}-failed'
      query: 'traces | where severityLevel >= 3 and cloud_RoleName ==       "${function.name}"'
· '${function.name}-cpu-alert’ currently severityLevel = 3 (TBD whether severityLevel = 1 or 2)
 CPU Percentage > 75%
· '${function.name}-ram-alert'
Memory Working Set   > 75%

Web Apps:
Health Check has only been configured for drupal with probe Path: 
drupal-app: /documentation-and-support
Load balancing threshold:  5 mins
(Load balancing threshold:  Threshold (in minutes) until a failing instance is deemed unhealthy and removed from the load balancer.)

wp-app-backend health check has not been configured (Venizelos to open ticket to Devops)	Comment by Christos Kalitsis: WP team needs to provide 
1/ healthCheckPath:
2/ WEBSITE_HEALTHCHECK_MAXPINGFAILURES 
And open ticket to DevOps team to implement the Health Check.
wp-app-backend alert configured:
· '${webApplication.name}-server-errors'
Http5xx >= 1

· '${webApplication.name}-cpu-alert’ currently severityLevel = 3 (TBD whether severityLevel = 1 or 2)
CPU Percentage > 60%

${webApplication.name}-http-4xx'
Http4xx >= 1
·  '${webApplication.name}-health-check'
        HealthCheckStatus < 100
· '${bicepparams.name}-slow-response'
AverageResponseTime > 3


Drupal Web app:
'${webApplication.name}-cpu-alert’
CPU Percentage > 60%
· '${webApplication.name}-ram-alert'
Memory Working Set   > 60% 
· '${webApplication.name}-health-check'
HealthCheckStatus < 100
· '${webApplication.name}-http-4xx'
Http4xx >= 1
· '${webApplication.name}-server-errors'
Http5xx >= 1


mySQL Server:
Alerts:
· 'wp-mysql-high-cpu-usage-alert'
 CPU Percentage >  80% 
· 'wp-mysql-high-storage-alert'
storage_percent > 75%
· 'wp-mysql-high-memory-usage-alert'
memory_percent > 80%
· 'wp-mysql-high-io-usage-alert'
io_consumption_percent > 70%
· 'wp-mysql-high-connection-count-alert'
active_connections > DynamicThresholdCriterion
Dynamic Threshold in Azure Monitor automatically learn the normal behavior of a metric and calculate alert thresholds based on usage patterns


Common Modules
Functions: 
Alerts: 
-   '${function.name}-failed'
      query: 'traces | where severityLevel >= 3 and cloud_RoleName ==       "${function.name}"'
· '${function.name}-cpu-alert’ currently severityLevel = 3 (TBD whether severityLevel = 1 or 2)
 CPU Percentage > 75%
· '${function.name}-ram-alert'
Memory Working Set   > 75%

Service Bus:
Alerts: 
-   '${servicebus.name}-dead-letter-alerts'
DeadletteredMessages  > 1
· 'common-sb-abandoned-messages-alerts'
AbandonMessage  > 5
· 'common-sb-high-message-count-alerts'
ActiveMessages  > 1000
· 'service-bus-high-cpu-alerts'
NamespaceCpuUsage > 80

Eventgrid Topic (edlux-we-esap-cm-evgs-common-edt-01)
Alerts:
· '${biceparams.commonEventGridName}-publish-failures-alert'
PublishFailCount > 1
· '${biceparams.commonEventGridName}-high-latency-alert'
PublishSuccessLatencyInMs > 10
· '${biceparams.commonEventGridName}-high-dropped-events-alert'
DroppedEventCount > 1
· '${biceparams.commonEventGridName}-dead-letter-alert'
DeadLetteredCount > 1
· '${biceparams.commonEventGridName}-low-matched-events-alert'
MatchedEventCount < 1

Eventhub Namespace
Alerts:
· '${evhns.name}-High-IncomingRequests-Alerts'
IncomingRequests > DynamicThresholdCriterion with medium Alert sensitivity

· '${evhns.name}-High-IncomingMessages-Alerts'
IncomingMessages > DynamicThresholdCriterion

· '${evhns.name}-High-OutgoingMessages-Alerts'
OutgoingMessages > DynamicThresholdCriterion

· '${evhns.name}-High-ThrottledRequests-Alerts'
ThrottledRequests > DynamicThresholdCriterion

· '${evhns.name}-High-ServerErrors-Alerts'
ServerErrors > DynamicThresholdCriterion

· '${evhns.name}-High-UserErrors-Alerts'
UserErrors > DynamicThresholdCriterion

· '${evhns.name}-QuotaExceededErrors-Alerts'
QuotaExceededErrors > DynamicThresholdCriterion
Dynamic Threshold in Azure Monitor automatically learn the normal behavior of a metric and calculate alert thresholds based on usage patterns

Storage Accounts:
Alerts:
· ${bicepparams.storageAccountName}-high-transaction-volume'
Transactions > 10000

· ${bicepparams.storageAccountName}-high-egress'
Egress > 1048576000

· ${bicepparams.storageAccountName}-high-capacity-alerts'
UsedCapacity > 1099511627776

· ${bicepparams.storageAccountName}-high-success-latency-alerts'
SuccessServerLatency > 1000

· ${bicepparams.storageAccountName}-low-availability-alert'
Availability < 99.9


Redis:
Alerts:
· 'common-redis-high-memory-usage-alerts'
usedmemorypercentage> 80%

· 'common-redis-high-load-alerts'
serverLoad> 80

· 'common-redis-low-connection-count-alerts'
connectedclients < 10

· 'common-redis-high-cache-read-alerts'
cacheRead > DynamicThresholdCriterion

· 'redis-high-cpu-usage-alerts'
percentProcessorTime > 80



Resources without any alerts:
 
1. Azure Container Registry
2. Az SQL server
3. APIM	Comment by Christos Kalitsis: All teams to provide input
